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|. Executive Summary

Planning for continued operation during unforesesastrophic events, and for returning
to normal conditions after disruptions, is cru¢@the ongoing fulfillment of the
University's dual missions of instruction and reska Contingency planning must take
into account both disaster recovery, defined asraton of full operational status after a
catastrophe has concluded, and business contineigrring to continued operation of
the University in the event of extended condititre render one or more buildings or
systems on campus, or the residential campus,itsgisable or unsafe. Research
provided by the UGA Office of Emergency Preparedriedicates that the major
disruptive events most likely to affect the resitlEdUGA campus in Athens, Georgia are
major utility failures, structural fires, pandenfiie outbreaks, hazardous materials
release, and catastrophic weather events. Wastdiaaster scenarios from an IT
management perspective include loss of data, egteddwntime for critical server-
based resources such as IMS and the UGA websttepfacommunication tools for
coordinating an organized disaster response, akdlacomputer facilities for faculty,
staff, and students to continue normal Universpgrations for the duration of a
disruptive event. The first three scenarios camliigated by providing campus with
virtual server instances and server hardware hpstian off-campus datacenter on the
Navy School grounds, enabling business continuityeé areas of processing,
communications, and data retention. This servite¥ing can also serve as the basis for
distributed disaster recovery efforts, maintainifgA operations at a reasonable
percentage of normal effectiveness while replacémgnipment and facilities are
obtained. This business continuity service cafubded through a hybrid model
consisting of central funding in the amount of $88® over five years, augmented by a
cost-recovery-based tiered service offering tosuaitd departments on campus. The
fourth scenario, loss of teaching, research, andrastrative facilities in a building or
area of campus, can be mitigated with a standingrogency plan for temporary use of
spaces and equipment in the Miller Learning Center.

I1. Disaster Category Likelihoods

While the exact probability of events such as tdo®s, earthquakes, and other disruptive
events can be difficult to calculate, approximételihoods of potential hazards can be
gauged for the purpose of determining how to atldisaster recovery/business
continuity (DR/BC) resources. The following chantovided by the UGA Office of
Emergency Preparedness, indicates the rough piipabbieach of these events

occurring at the Athens residential campus:



Probability | Probability | Probability
MEDIUM | LOW

Hazard/Threat*

Severe Weather

Major Structure Fire
Hazardous Materials Releas
Successful Cyber Attack
Infectious Disease
Domestic Terrorism

Civil Disturbance

Mass Casualty Incident
Major Utility Failure
Earthquake

International Terrorism
Active Shooter Incident

* Not in ranked order of probability or likely occurrence. Probabilities and
related impacts are based on current trends and similar occurrencesin other
jurisdictions. Courtesy of UGA Office of Emergency Preparedness.

Recommendations presented for business contintefyapations will focus on high-
probability events in order to make the best usavaflable resources. For purposes of
disaster recovery and business continuity planwiitig the domain of information
technology, it has been determined that “Succe§dfbker Attack” can be excluded from
business continuity preparations, since the préwemtnd remediation of this hazard is
the primary focus of the Office of Information Seityr “Major Utility Failure”, on the
other hand, will be addressed, since a local pewbstation failure is one of a short list
of events that could disrupt operations for théremesidential campus.

Two types of disaster scenario, those affectingvbeh one and several buildings and
those affecting the entire campus, should be exaanivhen looking at DR/BC
preparations from an information technology peripec Enabling preparation for both
types of scenario by providing services and infragtire to support DR/BC plans is
essential to encouraging proper emergency plarimyngnits on campus.

Scenarios involving just one building, or sevenaldings in a specific area of campus,
are of lesser potential impact to campus operatsrs whole, but are statistically more
likely, and potentially damaging to the operatiofshe areas affected. The list of
emergencies that may affect small areas of camghsut directly disrupting the rest of
campus includes, but is not limited to, the follogi

e Structural Fire

* Hazardous Materials Release

* Weather Event (floods, tornados, lightening)
» Extended local power disruption



Each of the first three scenarios on this list hineepotential to destroy computing
equipment as well as electronic records, creatiimgiaistrative problems through the
loss of data and server utilities. All four sceasmay render computer workspaces and
server-based utilities unusable for an extendegef time.

Several other scenarios exist that, while lessyliteeoccur, would have a much broader
impact on the university, potentially affecting #atire campus. This list includes, but is
not limited to, the following events:

* Major Weather Event (sustained flooding, multigenados)

* Pandemic Flu

* Power Substation Failure (would leave entire redideUGA campus
without power)

The first two events on the list could, in extrecases, make the campus unsafe for
occupancy for an extended period of time, which kguevent both use and proper
maintenance of computer and server-based faciliflég third event, while not affecting
health or well-being of campus occupants direcibyld cause computer and server-
based facilities on campus to be unusable, impgttrth day-to-day operations and
longer-term business processes.

[11. Situation Report

The UGA Office of Emergency Preparedness and th& Elffice of Information

Security have both been successful over the pasydars in raising awareness of the
importance of DR/BC planning. However, a recemvsy indicates that the overall level
of disaster readiness of units on campus is ndicgrit to ensure prompt recovery and
continued operation should a short or long-termughisve event occur. There is also a
high degree of inconsistency in the degrees ofemehtation and effectiveness of these
measures.

The survey indicates that out of 43 responding depEnts, only 25% currently have
offsite backup arrangements in place for criticatlg defined as secure locations off-
campus where copies of backup media or the bacatgitself can be stored.
Additionally, only 30% of responding departmentsreatly have DR/BC plans in place.
While units on campus are aware of the necesditihésse plans, several factors have
been identified that may be getting in the wayarhpliance with this necessity:

» Expense of redundant systems, offsite storage, etc.
» Security concerns regarding non-UGA offsite faigt
» Lack of UGA controlled off-site storage and redumidserver facilities

Uncertainty over justification for funding, how itmplement DR/BC measures, and what
constitutes secure storage of UGA data, may bedmpgeprogress in this area.
Additionally, the expense of setting up individaatangements for each department on
campus may be difficult to accommodate, particyléot smaller departments.



1'VV. Recommendations

Recent surveys have indicated among campus uhighdevel of interest in complying
with institutional mandates regarding the planrang implementation of disaster
recovery and business continuity strategies. Meassuch as provisioning an off-
campus DR/BC datacenter at the Navy School, idgengfthe MLC as an emergency
workspace, and identifying alternative off-campoademic and research computing
resources are recommended in order to aid camptssiniovercoming the identified
barriers of expense, security concerns, and laekaiability of UGA-controlled
facilities for redundant server installations.

Off-Campus DR/BC Facility in Navy School Datacenter

In order to ensure the availability of critical comnications utilities that can be used to
coordinate emergency responses, as well as thagatibn of UGA business operations
in the event of extended disruption on campus, iecommended that the University
implement off-campus data backups and off-campueséacilities in the Navy School
datacenter. This service offering can be fundealutph a combination of central funds
for the initial infrastructure development and pensel, and cost-recovery service
offerings to fund maintenance and upgrades. Tlais will leverage economies of scale
to provide campus units with affordable servicesfiwhich to develop their own
DR/BC plans, and will reduce wasted resources,icafphn of effort, and potential data
security problems by eliminating the need for eawit to develop separate DR/BC
solutions.

The Navy School location is recommended due bogrdgimity to campus and

sufficient distance from it, to exclude it from pable damages from any of the list of
disasters likely to affect the residential campiliee Navy School area is powered by a
different power substation than the main campujaimg the risk that one power failure
will affect both areas. The distance also decrets® probability of catastrophic weather
events affecting both datacenters aversely. Whikglover datacenter located further
away might mitigate a broader list of disaster gatees, such as pandemic flu outbreaks,
the University is better off with regard to secyiitredundant data storage and servers
are housed in a nearby location controlled by thevéfsity, rather than a distant location
controlled by an external party.

Implementation of this plan will require some adulit to the server infrastructure at the
Navy School datacenter. A redundant secure staagg with a capacity of 100
terabytes, costing approximately $185,000, willyidle sufficient space for the initial
implementation of DR/BC and central backup servtbas will be offered to campus
departments, and will ensure data preservationraadrity should the Boyd Datacenter
be compromised by fire, flood, or power issuestefiardware servers for the housing of
virtual redundant servers, which will be used devar systems for UGA departments
that use this facility for DR/BC measures, will tasound $53,000 for the initial
deployment. A total of one full-time-equivalenipgwrt position, costing approximately



$60,000 per year, will be sufficient for facilitiesanagement and monitoring and for
server and backup system administration.

The cost-recovery service offerings will consisttuiee service tiers. The first tier,
consisting of hosting facilities for client-ownedrdware, will provide off-campus
redundancy for clients whose servers cannot bealired, or who prefer to provide their
own hardware for other reasons. The second fituaVv servers for “warm” failover
capacity, will consist of virtual server instané¢esised on the server hardware mentioned
above, which will be periodically updated with dielata, and can be activated in the
event of extended downtimes on campus. The thargvirtual servers for “hot” failover
capacity, will provide for mission-critical servie¢hat need to be constantly available,
with up-to-the-minute data synchronizations to rteimdata integrity. Clients will be
charged for these services based on power usaecajpacity needed, and frequency of
data synchronization, so that funding for facistmaintenance, systems monitoring, and
staffing requirements will scale with the total geaf the services. Based on this model,
the lowest usage tier will be available to clieiaisapproximately $116 per month,
rendering this DR/BC solution affordable even te #imallest units on campus.

Alternative Academic and Resear ch Computing Resour ces

While contingency plans have been put in placea®baing implemented for providing
redundant servers for business services such asutient record system, the UGA
webserver, eLearning Commons, and other missidicalrsystems, less attention has so
far been given to academic computing activitiehsagresearch. Grid computing
consortia such as SURAgrid can be used for theragation of research-related
processing, in the event that use of the reseancipating infrastructure housed on the
UGA campus becomes unavailable. It is stronglpmamended that redundant resources
for academic computing be identified, and thataes® computing concerns be made a
part of the current DR/BC awareness efforts on ecamp

Provisioning the ML C as an Alternative Wor kspace

In a scenario where one or more buildings on camapeisendered unusable for an
extended period of time, office space and accessrtgputers might become a limiting
factor for the affected campus units with regarchiintaining business processes. While
some departments already have contingency arramgeifioe alternative workspaces,
over half of those areas surveyed responded thgtvtiould be interested in a centrally
arranged alternative workspace. The Miller Leagr@enter is a good example of a
facility that might be identified in advance asaternative workspace for temporarily
displaced campus units. Putting an alternativeksgace plan in place will provide
additional options for departments working to coatgltheir DR/BC strategies.



V. Solutionsin Use by Peer and Aspirant I nstitutions

Ensuring that institutional units maintain contidugperations, or resume operations in
an expedient manner, and that disruptive eventsfégetively managed and mitigated, is
a crucial element of emergency planning for cokeged universities. The following
describes disaster recovery and business contiapfyoaches currently being used or
implemented by several comparator peer institutaongaspirational peer institutions of
the University of Georgia:

The University of Texas at Austin offers virtual server creation and maintenance as
client-paid service through their Information Teology Services division. These virtual
servers run on hardware that is located in a squwysical location and is monitored
24/7. All servers are backed up weekly, and tineiceis provided to the UT Austin
community as a disaster recovery solution.

The University of Arizona maintains an off-campus data center for backupgsdasaster
recovery. This redundant datacenter is connectéukt primary datacenter by a high-
speed fiber link, enabling whole virtual serverdéotransferred back and forth in order
to provide load-balancing services in addition igadter recovery instances of critical
services.

The University of Wisconsin at M adison has implemented several redundant
datacenters in various locations around the citylaflison, Wisconsin, linking them with
high-speed connections to enable split-secondviailoapability in the event of outages
or disruption at one location. Departments areeraged to virtualize computing
resources, both for easy disaster recovery ansfdng power to support green
technology initiatives.

The University of Florida has virtualized all centrally-managed servers,iand the
process of building an off-campus datacenter teesas a mirror site, enabling both load-
balancing and business continuity with instanofar capability. Virtual server hosting
is offered as a cost-recovery service to campus,unith pricing based on server type
and desired capacity.

Cornéll University offers server hosting services on a cost-recolbasys, in a
datacenter complex spanning two campus buildittjgh-availability configurations for
disaster recovery, business continuity, and impiaspeed of access are provided, and
off-campus redundant hosting is offered for missidatical systems. The CIT office
works with campus units to implement these configons in support of disaster
recovery and business continuity policies.



